
 

Key Trainer: 

“Security risk assessment is the most appropriate and reasonable way of doing the cost-

benefit analysis. This has led to the development of structured risk assessment like 

OCTAVE Criteria”.— CERT, Coordination Centre. 
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Workshop Snippets: 

 

Information Security Risk Assessment is the corner stone of risk management compliance, be it the ISO 27001, 

HIPAA, PCI-DSS, FISMA, FISAP, etc. However organizations still remain to be the engulfed in challenges of 

unstructured and complex methodologies.  

SISA, a pioneer in Information Security Risk Assessment conducts the most relevant workshop of todayôs 

times which is based on the OCTAVE Methodology developed by Software Engineering Institute, Carnegie 

Mellon University.  

OCTAVE an acronym for Operationally Critical Threat Vulnerability Evaluation is a popular risk assessment 

methodology developed by Software Engineering Institute Carnegie Mellon University. SISA has pioneered com-

mercial organization implementation using this approach. It has also developed easy to use artifacts based on OC-

TAVE that helps organizations implement it in a simple manner. SISA's SMART Tool is also based on OCTAVE 

Criteria. Through lectures, class exercises, and discussions; the course covers the OCTAVE-prescribed activities 

for risk identification, analysis, and mitigation.   

Participants in this workshop will be able to:  

Gather and organize risk information via interviews, documentation reviews and technical analysis 

Create risk evaluation criteria to assess risk commensurate with the organizationôs risk appetite 

Identify, analyze and prioritize information security risks 

Improve vulnerability management activities by viewing them in a risk context 

Position information security risks to explain the sources of operational risk and why managing operational 

risk is important to managing enterprise risk 

Develop risk mitigation strategies that reflect improvements in controls to prevent risk where information lives 

Learn The application of SMART (Security Risk Assessment and Management) tool 

Undertake the Examination and Certification of Certified Security Risk Managerï CSRM 

Learning Objectives:  

Understand the basic tenets of information Security Risk Assessment 

Overview of Risk Assessment methodologies such as OCTAVE,  

       NIST SP 800-30 and ISO 27005           

Learn the art of efficient and effective risk assessments. 

How to map risk assessment to best practices such as ISO 27001 and  

      HIPAA, FISMA 

Be ready to use the OCTAVE method 

Understand how to get started and when to tailor the process and artifacts to meet their unique organizational          

      needs. 

 

About SMART ï Security Risk Assessment & Management Tool  

Is based on the structured risk assessment methodology 

Is based on OCTAVE criteria 

Allows enterprise wide implementations 

Enables organizations to maintain the entire ISMS documents on this too 

Is also a compliance tool for ISO 27001, HIPAA and GLBA 

Facilitates multiple site implementations and is easy to implement 

 

Relevance of Risk Assessment:  

Mandated by ISO 27001, HIPAA, GLBA, FISMA DPA and IT Act 2008 (Amendment) 

OECD Guidelines lists Risk Assessment as the first and last step of Risk Management 
 

Who should attend:  

Security professionals, business continuity planners, compliance personnel, risk managers, site administrators    

       and others. 
Professionals requiring  the knowledge and skills to understand operational risk and perform risk assessments 

Individuals who would like to have an in-depth understanding of the OCTAVE Risk Assessment methodology 
 

Prerequisites: Workshop attendees should represent business/mission and/or IT perspectives and have knowl-
edge of business and/or IT processes of their organization. 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

To know more about registration details, 

and for further assistance please contact  

SISA Training at  

training@sisa.in   

Or, Call us at  

+91- 80- 41153769 Ext: 206        
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