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SISA, an Information Security Specialist Company is seeking Associate Consultant - Information Security with 0-1 year experience in Information Security Consulting. He should be a team player who is able to coordinate multiple projects simultaneously. Strong client relations and communication skills are needed. The ability to network and create strong interpersonal connections with industry players is a definite plus. 
Job Type:  Associate Consultant - Information Security 
Location: Mumbai
Employee Type: Full time

Industry: Information Security

Experience required: 0-1 year in Information Security Consulting.
Required Educational Qualification:  Any graduate / post graduate

Professional Qualification:  CISA/CISSP/CISM preferred
Compensation & Benefits:  As per industry standard
Job Description: The Candidate would be deployed as a team member on consulting assignments on Payment Card Industry Data Security Standard, ISO 27001, Network and Application Penetration Tests. The job would involve travelling within India and abroad on short duration basis.

Candidate Profile: 

Excellent Communication Skills with strong fundamentals in Information Security. Should demonstrate self-learning capability.

Desired Additional Skills Required:
· Payment card industry – Business, Types of Cards, Process Functions and Flows, Standards etc 

· ISO 27001/27005 – Risk Assessment Approaches. 

· Protocols/Services  – FTP,SSH,SSL,TELNET,ICMP,SMTP,HTTP,IKE,ISAKMP 

· Encryption Basics 

· IPS/IDS 

· Operating System –Types, basics 

· Firewalls 

· Understanding of the OWASP Top 10 Vulnerabilities 

· Wireless Technology basics (WEP, WPA, WPA2) 

· Access controls – LDAP, Windows Authentication. 
· Database basics (SQL Queries) 

· SDLC Life Cycle 
· Networks –VPN, Routers, Creation of VLANS on switches.
Documents need to be produced and mandatory for employment in SISA
· Passport

· Pan Card
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