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Striking the PCI-DSS shield..
Heartland Payment System

On January 20th, 2009 compliance and

are not the

security

Heartland Payment Sys-
tems (HPS) a credit and
debit processor , payment
and check management
service provider, in a
press release stated that
its system were breached
and more than 100 million
cards were stolen.

It is the biggest card
breach that has oc-
curred since the
much speculated TJ-
MAX card breach,
which resulted in
over 94 million breaches.
The initial investigation
revealed that the card
breach happened due to a
malicious software in-
stalled in a system which
processed card acquiring
transactions from retail
chains and restaurants.
Though the initial investi-
gation revealed that card
numbers have been sto-
len, the real problem wor-
rying all the security pro-
fessionals globally is that
HPS was a PCI| DSS com-
pliant. Proponents of the
standard have arged that

same PCI i;:,;i
<, ol
based on

an
assessment of their
environment, but a
prescriptive list of general
IT Controls to be used as

With more than 100
million card thefts, HPS
breach out numbered the
TJ MAXX breach.

a baseline for “better"
security.  Organizations
can be compliant and not
secure. Security is an
ongoing process and the

HPS was PCI DSS certified.

goal is not just compliance
certification but also main-
tenance of that compli-
ance.

Well, in this scenario, as a
QSA, we have a few
guestions ?

1. Requirement 5 of PCI

Heartland

PAYMENT SYSTEMS"

APRIL, 20009

DSS, clearly states
that the
anti-virus
software

needs to

organi zat i o mhéisstalledvam allrsys-s

tems and virus signa-
tures need to be up-
dated and scans need
to be scheduled peri-
odically.

. Requirement 1.3 of
PClI DSS, states that
apart from inbound all
outbound traffic needs
to be IP and port
specific. .

The PCI DSS standard,
has all the controls
specified which  will
prevent  most
kinds of net-
work breaches,
leading to card theft.
Any organization that fol-
lows the requirements
with due diligence, and
maintains the compliance
will hardly be susceptible
to breaches.
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| loved SMART from the
word GO!! It is an ex-
tremely easy-to-use
application and it has
saved me a huge
amount of time and
effort in maintaining my
ISO-27001 Compliance.
| would recommend
SMART to any organi-
zation which wants to
simplify their Security
Compliance process.
-Padmaja Nair
Manager, Compliance
mChek India Payment
Systemso

SISA Consultants wit h
EDS personnel during the
PCI DSS certification phas
of EDS.

SMART is the first Web
Based Security Risk
Management tool which
follows the OCTAVE
Methodology. SMART is

J SMART

a Multi-Compliance tool
which is aimed at short-
ening and enriching the
process of Security
Compliance for an
Organization, regardless
of size and nature.

It is an extensible and

PCI Security Standards
council  released
the new PCI DSS
standard - PCI
DSS 1.2. This ver-
sion is the culmina-
tion of two years of
feed back and sug-
gestions from its
industry  stake-
holders and is de-
signed to clarify and
ease implementation of
the foremost standard
for cardholder account
security. Version 1.2 is
effective from Oct 1st,
2008 and version 1.1 of
the standard will sunset
on Dec 31st 2008. The
updated standard and
supporting documents is
available from here.

Version 1.2 includes

PCI-DSS Verl.2

Security-The SMART way

scalable tool which can
be deployed in many
environments.

It has been designed
using acclaimed
criterion such as the
OCTAVE and NIST SP
800-30 Risk Assess-
ment  Methodologies,
which have been the
cornerstone for Security
Compliance all over the
world. This combined
wi t h SI SAds
methodology delivers a

clarifications and expla-
nation of the require-
ments that improve flexi-

bility to m
security challenges and
ensur e or ga

can adequately comply
with the standard. While
version 1.2 does not
introduce any new major
requirements to the ex-
isting 12 in place since
the Councils inception,
the updates do change
some practices. Assess-
ments started prior to
October 1 will be ac-
cording to PCI DSS ver
1.1, and can be com-
pleted with ver 1.1. For
assessments  started
between October 1 and
December 31, either
version would be used.

SISA NEWSLETTER

world class  Security
Compliance tool which
will ensure the
efficiency, expediency
and pervasiveness of
the Implementation of
Security Compliance
Standards and Guide-
lines such as ISO-
27001, PCI-DSS,
FISMA, FISAP, GLBA
and HIPAA.

WWW. Sisasmart.com
uni que

For assessments started
after December 31, ver-
sion 1.2 must be used.
@he touncil ie mbasgtting
a date after which as-
gessment iagaimsb sver
1.1 will not be accepted
since that is a compli-
ance decision that is up
to each payment brand.

A list of changes in the
new standard is
available here.
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https://www.pcisecuritystandards.org/security_standards/pci_dss.shtml
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This is a 5-series article on

various shortcuts to

implement PCI DSS in an

organization. According to a

research the top five PCI

assessment failings were:

1 Requirement 3: Protect
Stored Cardholder Data
- 79%

1 Requirement 11: Regu-
larly test security sys-
tems and processes -
74%

1 Requirement 8: Assign a
Unique ID to each per-
son with computer ac-
cess - 71%

1 Requirement 10 -
Track/monitor  network
resources and card-
holder data - 71%

1 Requirement 1 - Install
and maintain a firewall
configuration to protect
cardholder data.

The Slaughterhouse -Five:
Why are these problem
areas?

Regardless of the fact that
PCI DSS is definitely com-
prehensive, the list of re-
quirements allows for 12
potential points of failure;
the inability to pass any one
means an organization
won't be compliant. Addi-
tionally, even with the PCI
DSS providing specific re-
quirements, it can be inter-
preted differently by differ-
ent types of organizations.

o

Shortcut for PClI Compliance - Part 1

How to

PCI Requirement 3
One of the biggest problems
with this requirement is that
organizations must accu-
rately know where credit
card data flows from its in-
ception, where it traverses
the network and resides,
and what its "state" is along
the way. This is why it is
critical to identify and
examine all desktops,
laptops, servers and
databases that handle card-
holder information. This
includes all of the database
files and/or SQL tables that
contain credit card numbers,
not to mention all of the
application systems that
create or access credit card
numbers. No matter what
type of system touches the
credit card information, it
must be protected by en-
cryption.

pass

Step 18  Identify all the
systems that store process
or transact cardholder data
because these systems will
be included in the scope of
an eventual PCI DSS audit
or compliance validation. It
is also important to under-
stand the compartmentaliza-
tion of the cardholder sys-
tems and how they are us-
ing firewalls and network
filter controls. Such an ar-
rangement may dictate if
nearby systems would also
be within the scope of a PCI

Certified by SISA

DSS compliance validation.
You may be surprised to
find out that the total num-
ber of systems retaining
cardholder data -- including
data warehouses, develop-
ment servers, middleware
and backup systems is quite
large.

v .
mGhek

bkiria @

Step - 2 Next, document the
flow of credit card data
throughout your organiza-
tion and identify the busi-
ness functions.

Get your returns in advance
with bkme fixed deposits

SISA Consultants with
BKME officials during the
Certification Phase of BKMH

The marketing department,
for example, may need cus-
tomer data, but not the as-
sociated credit card informa-
tion. Track data from the
point of acquisition even

Speakers of SISA PCI
Summit08, conducted at
Mumbai.

from customers or 3rd
parties to the point where
the data is disposed of or
leaves the corporate
network.




Certifications at SISA

Certified Payment Card
Industry Security
Implementer

Certified Security Risk

Manager

SISA House, No. 3029,
Sri Sai Darshan Marg,

13th Main Road, HAL Il Stage,

Indiranagar,

Bangalored 560 008, India
Phone: +91-80-41153769
Fax: +91-80-41153796

Bahrain

SISA Information WLL,
No. 22, Building 1210,
Road No 2113,

Manama, Kingdom of Bahrain,

Phone: +973i 39677283

Philippines:
Bloomingdale Building,
205 Salcedo St
Legaspi Village 0731,
Makati City, Philippines.
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The step towards PCI
Compliance was essentially
taken by Times of Money for preventing
card frauds through increased controls
around data and its exposure to
compromise.

Certifying Times of Money

spread across a Diaspora of ethnic
communities across the globe it was
never an easy task.

SISA took up the task, the challenge this
I ndi ads | argest i nf otimabemgrtleenime constrapt.a n y
trusted SISA to get them PCI certified Completing it in this ambitious timeframe
due to its remarkable experience and was a big strategic advantage for Times
achievements in the PCIDSS of Money as they were able to deliver
compliance. Living up to its name SISA their commitment to their customers.
surpassed their expectations and guided
them at each and every step of
compliance helping them to implement
strong controls to protect cardholder
data. Considering the size of the
organization and the volume of transac-

fimes ' money

\tions and their customers which are

-

Examination and Certification
Implemeter (CPISI)

The PCI Implementation Workshop is a comprehensive and an elaborate session which
will help participants understand the requirements of Payment Card Industry Standards
and learn the implementation through interactive case studies.

Certifications at SISA

- Certfied Payment Card Industry Security

The course is highly participative and follows a tried and tested format which alternates
lecture sessions with practical exercises in breakout groups.

The subject areas are:

APCI-DSS background and consequences of non-compliance.

AScoping and Overview of all the 12 requirements of PCI DSS.

AcCase study & detailed discussion on each requirement.

ARelation between PCI DSS and PA DSS.

Aoverview of all the 14 requirements of PA DSS with their mapping to PCI-DSS.

Examination and Certification of Certified Security Risk Manager I CSRM

SISA, a pioneer in Information Security Risk Assessment is conducting the most rele-
vant workshop of todayds ti mes
by Software Engineering Institute, Carnegie Mellon University.

Participants in this workshop will be able to:

fGather and organize risk information via interviews, documentation reviews and
analysis

ACreate risk
appetite

Aldentify, analyze and prioritize information security risks

Almprove vulnerability management activities by viewing them in a risk context

APosition information security risks to explain the sources of operational risk and why
managing operational
risk is important to managing enterprise risk

ADevelop risk mitigation strategies that reflect improvements in controls to prevent risk
where information lives

ALearn The application of SMART (Security Risk Assessment and Management) tool.

evaluation criteria to asses

For details Contact - info@sisa.co.in Visit - www.sisa.in
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